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Aventra GridPIN



2WHITE PAPER

New authentication technology replaces PIN

Higher security

AventraA Y i NP RdzOS& | ySg | dzi KSYy G A Ol iA2y. ThHehéwkngethodld K I
does not need any additional hardwar.can be usd as such e. g. in authenticating to web based
services, and to increase the security of smart cards.

The risks in passwords

One of the key points is any IT system istthenticatethe usersi. e. to ascertain that the user of a
system or service isho he claims to beA common way to solve this issue is to use ®alted shared
secret, only known to the system and the user. The user authenticates by entering his username, and
proves his identity by enteringjs password, which is not known to othasers.

Authentication based on a passwordeisonomical to implerant, but its weakness is thggasswords
can easily be exposed to others. The rigkése epeciallywhen entering the password, since it is then
visible in a clear formaby observing the keyboardt might be virtually impossie to make sure that
there are no shoulder surfers gideo equipment around.

Smart cards can be used to achieve a very secure authentication, in which the system and the card can
authenticate each otheusing mathematical algorithms without the sharedcss being exchanged in

plain format. If PKI is used, there is no shared secret at all. This makes it much easier to manage the
safety of the system, especially if there are a lot of users. PKI smart card based authentication is
extremely secure; it is nqiossible to break itAs long as the user has his canchis posesson, he is

safe.

If a smart card is used in authentication, it is obviously necessary for the smart card to be ralalieeto

sure that thepersonthat puts the card into the card read has the right to usé. So, the card has to
authenticate he user. A common way to achieve this is to asshare secret, such adPéN.However,

this involves the same risks than with passwords in general. Anybody who knows the PIN can use the
card like it was his own.

New authentication method

Aventrahas devedped a newway of conveyng the sharal secret fom the user to the card in an
indirect way.The solution is based othe GriIDsure métod, developed andowned by GriDsure, a
company based in the UK. The method can be used alone to replace passwords, or it can replace fixed
t L b Qedsmattyard. Aventra is the first card manufacturer in the world to implement this technology.

Aventraltd. VAT Nbr FI1894062
Lanttikatu 2, 02770 ESPQOEnland www.aventra.fi
Tel. +358 9 4251 1251 sales@aventra.fi



3WHITE PAPER AVENTRA RUUDUKKOP

How does it work?

The method produces a onéme PIN.Before using
his card for the first timethe user selects a sequence
of four cells in a 5 by 5 gridand memorises their
position. This ifiormation is also stored on theard

In authentication, the user is presented with a 5 by 5
grid filled with random numbersThe user picks the
numbers in his chosen cells. These numbers make his
one-time PIN for thisauthentication.This PIN is then
entered in the normal PIN window.

Since only the user and the card know the location of

the chosen cells, nobody else can construct the PIN

by looking at & 3INA RSP ! AKewWatk RSNJ & dzNF SNJ O yQ
out the sequence of the cell since all the numbers

appear multiple times in the gridEach time the user

is asked to authenticate, a different set of random

numbers fill the grid The size of the gii and the

number of cells, i. e. the length of the ofime PIN,

can be configured

The random numbers in the grid are
generated on the card for security reasons.
Thecellpattern selected by the user must not
be too obvious, to prevent others from work
out the pattern when watching the
authentication To achieve this, the MyEID
softwvare assists the user in selecting his
pattern by showing a strength meterThe
software can also be used tohange and
unlockthe GridPIN. It is optionally possible to
ban patterns that are below a piget security
limit.

GridPINon MyEIDcard

GridPINis availabke as an option on MyEID cardscan ‘

also be preoaded on the card an activated later. =) GriDsure #=8 aventra
Ultra secure

A card can contain bbty” 2 NJY |- € tLbQa [ TEONARE LD Oax YR

the type of any PIN can be changed any tideattern

can be preselected on a new card, but typically theem : l! ]
selects his pattern before using the cafdhe card can be =_j
initialized in the way that the user is forced to select his :

PIN or GridPIN before the card can be uSgds way ™ E8 something you have
mailers are not needed at altreating further savings.
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