ActiveSecurity MyLogin

Easy and secure login using yoexistingRFID card

Logging on to computers and services has risks when using passwords. Passwords can be made harder to guess,
and they can be changed more frequently to minimise threats, but if the passwords get too difficult to remember
without writing them down, the risks can actually increase.

Replaces difficult passwords

The security can be significantly enhanced by using smart cards to log
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without long projects and big investments. ActiveSecurity MylLogin

enables easy and secure logging to Windowsx O2 Y LJdzi SNE ® L i
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control or public transportation card, or go for the ultimate security by
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MyLogin consists of all the necessary software and documentation, and a card reader for contactless cards.

MyLogin lets you use a smart card instead of entering your password and user name manually. This makes the
login process easier and safer. Eliminating hard-to-remember passwords also reduces the workload of the
administrators. The cards can also be used as visual ID and/or in access control, combining both physical and
logical access into one card. This simplifies card management and reduces costs.
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Simply Secure
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MyLogin is highly scalable. You can start by using your existing access control card. Just install the software in
your computer, and you are ready to login with your card. Later on, you can take advantage of the PKI (Public Key
Infrastructure) based authentication with the extremely secure and powerful MyEID cards, enabling you to use
MyLogin in many applications involving logical access, like secure email, VPN, and many leading Single Sign-On
products. Migration to full enterprise smartcard PKIO 2 dzf Ry Qi ©6S SI aA SNJ

Ready to use in 5 minutes

MyLogin works with stand-alone computers, as well as with workstations connected to a domain. MyLogin is very
easy to deploy, since only a simple installation of software is needed for each computer. Anybody can start using
MyLogin in less than 5 minutes. You can use almost any RFID token, like an existing access control card, or an
Aventra MyEID smart card. The username and password (credentials) are securely encrypted and stored either on
the card or on the computer (if they OF Yy Qi 0 S & (i 2 TB dRedetigls cén MeSfurtler prakected by a
user PIN. This is highly recommended, but not mandatory. You can choose this during installation.

How to useMyLogin

When logging on to the computer, simply place your card on the card reader and optionally enter your PIN. The
login process is then completed automatically.

Normally the card is left on the card reader during work.
You can lock your computer any time simply by removing
the card from the reader. To unlock, just put your card back
on the card reader, enter your PIN, and you are back in
business. No data is lost. This mode of operation is
especially handy if the card is also used in access control.

It is also possible to set up the MyLogin so that the card can
be removed immediately after login. You can then lock
your computer manually. Resume your session by showing
your card to the reader again.

Technical details

Supported operating systems

e Windows Server® 2003 and 2008

e  Windows® XP (32 and 64 bit)

e Windows Vista® and 7 (32 and 64 bit)

Compatible cards
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e Aventra MyEID PKI card

e Public transportation and access control cards

Compatible card readers
e PC/SC RFID smart card readers, e. g. ACS ARC122U
e PC/SC contact smart card readers, like ACR38U
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