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Introduction 
Our modern society relies more and more on electronic identification of users in areas like secure e-
mail, logging to computers, and electronic signatures. Aventra ActiveSecurity MyEID PKI enabled smart 
cards and tokens are the answer to this challenge. 

ActiveSecurity MyEID™ Tokens 
Aventra MyEID tokens come in three different types, standard smart card, SIM sized card, and 
microSD. MyEID tokens are implemented using the latest JavaCard™ based technology, which enables 
the upgrading of the functionality by adding or removing software modules, called applets. Java™ is an 
open technology, supported by many of the leading smart card suppliers. Customer specific applets 
can be developed by Aventra or by third parties. The MyEID applet developed by Aventra is the core of 
the functionality of MyEID tokens.  

MyEID Applet 
The MyEID applet implements all the basic functionality of a Public Key Infrastructure (PKI) token 
specified in the most common international PKI standards, such as PKCS#15.  The users optionally have 
a choice between different authentication methods to the token. Besides the standard PIN number, 
there are currently two other authentication mechanisms available. The GrIDsure™ one time PIN is 
based on a pop-up challenge grid that is used to form a onetime PIN that cannot be used by outsiders 
watching the authentication. MyEID tokens are also compatible with PalmSecure™ biometric 
technology, which is based on the unique blood vein patterns in the palm of the user’s hand replacing 
the PIN. The MyEID applet is compatible with the Aventra ActiveSecurity MyClient software delivered 
with the card. 

MyEID Card 
Aventra MyEID PKI Card is a cryptographic smart card based on global Public Key Infrastructure 
standards like ISO7816 and PKCS#15. It can be used for various tasks requiring strong cryptography, e. 
g. logging securely to Windows, encrypting e-mail, authentication, and electronic signatures. The card 
is also available as a Dual Interface version, compatible with T=CL protocol and also emulating Mifare™. 
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The card material is PVC as standard, making it suitable for visual personalisation using thermal 
transfer or dye sublimation printers. Customer specific layouts can be delivered in offset and silk 
screen printing. Optional features include magnetic stripe, signature panel, holograms, security 
printing, lettershop services, etc.  
 
The cards can be personalised both visually and electrically by Aventra according to customer 
specifications, or the customers can personalise the cards themselves using ActivePerso Manager 
developed by Aventra, or software from other parties.  

MyEID microSD 
The MyEID microSD card is a hardware token in microSD form factor. The card enables the use of 
cryptographic functionality with signature and PKI functions on practically any Windows Mobile device 
with an SD slot. The microSD card also includes a standard flash memory that can be used to store 
applications or generic data. It supports the same features as the standard MyEID smart card. 
 
By using the MyEID microSD card, the mobile applications can utilize standardised PKI technology, 
which significantly improves their security. No additional smart card reader is required which is an 
advantage, especially on the move. 

Technical details 

Common features 

 512 - 2048 bit RSA cryptographic 
operations with on card key generation 

 Secure random number generator  
(FIPS 140-2) 

 DES, 3DES, AES128, AES256 symmetric 
encryption algorithms 

 SHA-1 and MD5 one way hash algorithms  

Supported standards and specifications 

 ISO/IEC 7816-1 to 7816-9, 7816-15 

 PKCS#7, #11, #12, and #15 

 FINEID S4-1 and S4-2 

Other features 

 80K EEPROM memory 

 Dual Interface version supports ISO/IEC 
14443 T=CL and Mifare™  

 Compatible with all Windows and 
Windows Mobile devices that support 
SD™, miniSD™ or microSD™ memory cards 

 

Platform 

 JavaCard™ 2.2.1, Global Platform 2.1.1  

 NXP SmartMX chip family  

Wireless technology 

 ISO 14443 A + B (Mifare®, Sony Felica) 

 ISO 15693, I.Code, Legic 

 EM41xx, EM4550, Hitag 

 More options upon request  

Compatible software 

 Aventra ActiveSecurity™ MyClient 

 Fujitsu mPollux DigiSign™ middleware 

 Cross-platform  smart card library OpenSC 
(www.opensc-project.org ) 

 SecMaker Net iD 

 Citrix™ 

 Cisco VPN Client 

 Large number of software products that 
support CSP for Microsoft™ CryptoAPI or 
PKCS#11 Token Interface.  

 

 
 
User’s Guide available on request (subject to NDA). 
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